Steer -by-wire and other "by-wire" systems (as defined 
Recent advances in dependable embedded system technology, as well as continuing demand for improved handling and passive and active safety improvements, have led vehicle manufacturers and suppliers to actively pursue development programs in computer-controlled, by-wire subsystems. These subsystems include steerand brake-by-wire, and are composed of mechanically decoupled sets of actuators and controllers connected through multiplexed, in-vehicle computer networks. There is no mechanical link to the driver. Steer-and brake-by-wire provide a number of packaging and assembly advantages over conventional subsystems. For instance, electromechanical brake-by-wire subsystems require no hydraulic fluid to store or load at the assembly plant and permit more modular assembly, thus reducing the number of parts to be handled during production. Steer-by-wire systems have no steering column and may also eliminate cross-car steering assemblies such as racks.
Both steer-and brake-by-wire also enable many new driver interface and performance enhancements such as stability enhancement and corrections for cross wind. Overall, by-wire systems offer wide flexibility in the tuning of vehicle handling via software. Moreover, steer-by-wire provides the opportunity for significant passive safety benefits; the lack of steering column makes it possible to design better energy-absorbing structures. Finally, an important potential benefit of by-wire subsystems is active safety; a capability only fully realized when they are integrated into systems. Integrated by-wire systems, referred to as drive-by-wire or X-by-wire, permit the implementation of a full range of automated driving aids, from adaptive cruise control to collision avoidance. While by-wire technologies promise many benefits, they must be carefully analyzed and verified for safety because they are new and complex. Safety is intimately connected to the notion of risk and popularly means a relatively high degree of freedom from harm. Risk is a combination of the likelihood and the severity of an unplanned, undesirable incident. A system is generally considered to be safe if the level of risk is reasonable [1] . This must be evaluated according to societal, legal, and corporate concerns [2] .
Hazards are potential unsafe events or conditions that could lead to an incident. Faults are potential physical or logical defects in the design or implementation of a device. Under certain conditions, they lead to errors (i.e., incorrect system states), which can induce failures (i.e., a deviation from appropriate system behavior). The failure is a hazard when it leads to an incident.
System safety engineering is the application of engineering and management principles, criteria, and technology to provide a reasonable and achievable level of safety together with other system design constraints throughout all phases of the system lifecycle [3] .
Safety is not equivalent to reliability; a safe system may be unreliable, and uncovered hazards in ultra-reliable systems may be severe. Moreover, not all hazards are induced by faults in individual components. Many undesired incidents are caused by unanticipated sequences of interactions between system components and the environment. Each component may work correctly and the system itself may be operating according to specification, however, the specification may not account for all operating conditions. System safety programs seek to identify hazards and eliminate or mitigate them.
A system-safety program for by-wire systems or any other type of system must be coordinated between vehicle manufacturers and suppliers. Usually the parties will agree on and follow the same process, and the results should be complete and consistent.
Generic steer-by-wire system description A steer-by-wire system replaces the traditional mechanical linkage between the steering wheel and the road wheel actuator (e.g., a rack and pinion steering system) with an electronic connection. As explained before, this allows flexibility in the packaging and modularity of the design. Since it removes the direct kinematic relationship between the steering and road wheels, it enables control algorithms to help enhance driver input. Figure 1 shows a conceptual design for a steerby-wire system. The system can be subdivided into three major parts: a controller, a steering wheel subsystem, and a road wheel subsystem. The steering wheel system contains sensors to provide information about driver steering input. This information is sent to the controller, which employs knowledge of the vehicle's current state to command desired road wheel angle. The road wheel system contains actuators to position the wheels. An actuator in the steering wheel system provides road feedback to the driver. This also is commanded by the controller and is based on information provided by sensors in the road wheel system.
Although steer-by-wire applications do exist in aerospace, these systems provide only marginal guidance for automobile steer-by-wire systems because the design requirements are different. Thus different architectures and hazard control strategies might be appropriate. Such strategies exist for developing quantified hazard control requirements in automotive steering applications [4] and can be applied and expanded in by-wire applications.
The generic steer-by-wire system will be used as an example throughout the article to illustrate the process concepts and analysis.
Elements of a system safety process
Implementation of a system-safety program is an accepted excellent method for improving and documenting the safety of a product design [3] . The objectives of a system safety program include:
• Identify potential hazards and associated avoidance requirements • Translate safety requirements into engineering requirements • Provide design assessment and trade-off support to the ongoing design • Assess relative compliance of design to requirements and document findings • Direct and monitor specialized safety testing • Monitor and review test and field issues for safety trends.
A major step towards achieving these objectives is to establish a system safety working group (SSWG) [1] for the product. An SSWG is comprised of senior design team members from the various disciplines involved in product design. Typically, an SSWG is responsible for providing for the design of safe products and conducting and/or monitoring any necessary safety tasks. SSWG meetings are held on a regular basis and serve as a forum for discussing the current status of safety-related activities and for discussing safety concerns.
While vehicle manufacturers have final responsibility for the entire vehicle, subsystem suppliers are involved in the design process and responsible for their subsystems. An important issue for the SSWG and the overall safety program is the coordination of safety activities between a vehicle manufacturer and one or more suppliers. If a vehicle system works primarily in isolation, having little interaction with other vehicle systems, it may then be possible for the system supplier to establish the SSWG and safety program, and for the vehicle manufacturer to receive updates and approve actions. In this scenario, safety tasks may be primarily performed by the supplier, but the vehicle manufacturer has responsibility for identifying all possible interactions between the supplier's system and the rest of the vehicle and the overall vehicle performance. In addition, the vehicle manufacturer cannot view safety as solely the supplier's responsibility, and must take steps to ensure confidence in the suppliers ability to produce a safe system.
Another scenario is to establish a joint safety program, with a single SSWG having members from both the vehicle manufacturer and supplier. This approach is required when there is a high degree of interaction between the system provided by the supplier and other vehicle systems. Benefits of this approach include better understanding of system interactions, and fewer misunderstandings of system requirements and behavior. Capabilities of both partners can lead to synergy of effort at an early stage of product development. Potential disadvantages include the difficulties of coordinating activities among different organizations.
One last scenario to consider is when multiple suppliers are involved. In this case the vehicle manufacturer can establish an SSWG that includes representation from appropriate suppliers, and each can form their own SSWG. The vehicle manufacturer SSWG focuses on system interactions, while the supplier SSWG's focus is on component safety issues. Benefits of this approach include the ability of suppliers to protect better their intellectual property; disadvantages include possibly misunderstanding interactions between components provided by different suppliers.
Once the SSWG has been established, the group can initiate the execution of a system safety process to help achieve the safety program objectives. Figure 2 shows an example system safety process and how it relates to the overall design process. The top row of the figure show the primary design process steps, while the bottom row shows the corresponding system safety activities.
Figure 2. Example of safety system process.
At the start of the design process, a system safety program plan (SSPP) is usually written [5] . The program plan includes the relevant safety tasks to be performed, the safety organization that will be established to perform and monitor the tasks, and relevant documents such as applicable government regulations or standards. By writing a plan at the beginning of a product design, the organization establishes safety as a primary concern throughout the process and demonstrates a commitment to producing a safe product.
One of the first tasks in the SSPP is to perform a preliminary hazard analysis (PHA). The SSWG participates in one or more brainstorming exercises to construct a preliminary hazard list (PHL), which describes the potential hazards of the system. The potential safety risk associated with each hazard is then evaluated by assessing the likelihood and severity of incidents that could result from the hazard. For example, MIL-STD-882c [5] defines likelihood and severity categories as shown in Tables 1 and 2 , and values for these categories can be combined to assess safety risk as shown in Table 3 . This standard has been very influential in the system safety community; most other similar categories are based on MIL-STD-882c. By identifying the potential risk associated with each hazard, the PHA allows the SSWG to assess the safety of the proposed conceptual design and to focus engineering activities on eliminating or mitigating potential safety problems.
Once potential safety hazards have been identified, the SSWG must address them. There are generally two methods of addressing potential hazards. The first is by means of safety requirements. These are specific design requirements added to the requirements and specification documents of a given project for safety reasons. They may address a range of potential hazards but are not linked to hazards as determined by analysis. For example, it is almost always a general requirement that a new system be at least as safe as any previous system it replaces. A more specific requirement might be that the system contains at least three independent sources of electric power. The second method of addressing hazards is to define hazard controls. Hazard controls are any measure taken to address specific potential hazards or classes of hazards. They are linked to the potential hazards they are intended to mitigate. For example, suppose that potential hazard, H-SBW-255, is "loss of position sensor" in the steering wheel system, leading to a loss of steering. A hazard control for H-SBW-255 could be to add a second position sensor. Hazards, hazard controls, and safety requirements must be translated into engineering requirements, quantifying acceptable levels of performance. These translated engineering requirements are integrated with other engineering requirements, and form the specification for the architectural design of the system (Figure 2) . The preliminary activities of safety analysis, including the PHA, and a failure analysis of the main functional subsystems, permit the specification of a preliminary system architecture that satisfies safety as well as functional requirements. At this point, a more detailed hazard analysis is initiated. The goal of detailed hazard analysis is to identify and justify necessary hazard controls. Detailed hazard analysis provides a better understanding of the potential failure modes of the system, how they lead to hazards, and how proposed hazard controls can best be combined to eliminate or mitigate potential hazards. A wide variety of hazard analysis techniques exist, and an appropriate subset must be selected. Figure 3 shows a list of possible techniques that can be applied, many of which are detailed in the System Safety Analysis Handbook [7] . The SSWG combines the results of the applied techniques to generate hazard control requirements that are achieved during the detailed design of the system (Figure 2 ). Once detailed design is complete, including implementation of necessary hazard controls, the SSWG verifies that potential hazards of the conceptual design have indeed been eliminated or mitigated. Fault injection testing can be performed on software models, bench fixtures, or engineering vehicles to verify that hazard controls operate as intended. All hazard controls must be verified before the SSWG can sign-off on the reasonableness of the system. Finally, the SSWG typically writes a safety case document for the system, justifying its belief that the system is reasonably safe. In this document, the SSWG summarizes the results of analyses performed and the steps taken to reduce potential risk, identifies the residual potential risk remaining in the system, describes why this level of risk is acceptable, and justifies the SSWG's belief that their assessment is accurate. The safety case is used to determine whether to accept the system's approach to safety.
Generic steer-by-wire example
When establishing a SSWG for a steer-by-wire system, expertise in the following areas is required: systems engineering, controllers, algorithms, motors and mechanical actuators, system safety, and electrical and mechanical reliability.
Once the SSWG is formed, its first task is to write the SSPP. As described above, the SSPP should state how the safety program relates to applicable standards if any. Examples of existing standards include MIL-STD-882C and IEC61508. Note that in North America, there are no MVSS standards that directly relate to steering. The SSPP defines the safety organization and specifies a set of safety tasks that will be performed. A list for steer-by-wire could include: Once the plan is in place, the SSWG begins the preliminary hazard analysis. Typical hazards identified at this level include potential loss of steering-i.e., a loss of ability to change the vehicle direction, which could be due to an electrical or mechanical failure. Other potential hazards include unwanted and erratic steering.
Potential hazards at this level are subdivided into causes at the functional subsystem level and interactions between the subsystems and between the subsystems and the driver and road conditions. As the hazard analysis progresses, the steering wheel, road wheel, and controller subsystems are further structurally divided into architectural components and finally into actual components of the fully defined system. At the same time, the potential hazards are translated into engineering values, such as degrees of deviation from commanded position [4] . Much of this analysis can be done by simulation, but fault injection into instrumented benchtop models and test vehicles is usually helpful.
One method for subdividing hazards to the functional and structural subsystems is by means of a fault-tree analysis tool. Fault tree analysis is a top down approach to study which individual faults or combination of faults could result in the top event hazard. This, in conjunction with the preliminary hazard analysis (PHA), can be used to evaluate design concepts and system configurations, or to guide in the development of hazard controls. Figure 4 shows a simple fault tree for the potential loss of steering hazard. It includes potential failure modes for the controller, sensors, and actuators that are linked together with an OR gate to create the potential loss of steering hazard.
There are lower-level potential failure modes for the controller, sensors, and actuators that might lead to loss of steering. These potential failure modes would be identified and detailed under one of the three gates shown in Figure 4 . The fault tree model can contain non-failure hazards to be avoided as well. Even without the benefit of automated analysis, the notational clarity of hierarchical structure makes fault trees an important hazard analysis tool. The importance of hierarchical hazard analysis was also noted by Bertram et al. [6] . 
